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St Gregory’s Catholic Primary School
Grange Road, Northampton NN3 2AX
Tel: 01604 403511/409582
Headteacher: Mrs K Yuen
www.stgregoryscatholicprimaryschool.org.uk

KS2
Dear Parents/Carers,

We are aware that children in Key Stage Two are using a variety of social media
apps with permission from parents. In light of this, we would like to remind you
of the legal age limit for social media apps.

Age 13 — Twitter, Facebook, Instagram, Pinterest, Google +, Tumblr, Reddit,
Snapchat, TikTok

Age 14 — LinkedIn
Age 16 — WhatsApp

Please be aware that if your child is using these apps with your permission, we
strongly recommend that their profiles be set to private and the content that is
posted by themselves and others, as well as what is commented on, is
monitored regularly by adults at home.

We have attached some leaflets regarding Fortnite, TikTok and WhatsApp, as
we are aware of children wanting to use these apps. It is, of course, your choice
if they use these apps, but we wanted to provide extra information for your
reference.

Yours sincerely,

Mrs Lucy
Assistant Headteacher and E-Safety Leader

St Thomas of Canterbury Catholic Academies Trust is a charitable company limited by guarantee
registered in England & Wales under company registration number 09980467 and with registered
address ¢/o The Trust Office, Thomas Becket School Becket Way, Kettering Road North,
Northampton, Northants, England, NN3 6HT


http://www.stgregoryscatholicprimaryschool.org.uk/

There's a very good chance you've heard of Fortnite, but what exactly is it? And why is it so popular
amongst young people? Fortnite is an online multiplayer "battle royale" game developed by Epic Games,
and is playable on Playstation 4, Xbox One, Nintendo Switch, PC and mobiles. It gained popularity in late

2017 and has since become the biggest game in the world, thanks to its rapid and engaging gameplay.
As with most games, Fortnite itself is a highly enjoyable and safe experience, but it pays to be vigilant,

as the safety is not water tight.

@ What parents need to know about,

= FORTNITE

= BATTLE ROYALE

BATTLE ROYALE

Battle Royale games have become very popuhr&

over the last couple of years, and most tend to
follow a very similar setup. Taking Fortnite as an
example, 100 players drop into a map, loot
buildings for weapons and armour and attempt to
beat all the other players to be crowned victor at
the end. If you've ever seen the Hunger Games
movies, you'll have an idea of what this entails.
Each game can take up to 20 minutes (assuming
you last to the end) and can be restarted relatively
quickly once 100 free players have been found.

'SEASONAL UPDATES

Every 10 weeks or so Fortnite is updated with a
new season. This essentially adds new things
like skins and emotes to the game, while also
sometimes changing up the game map in
interesting ways. These seasons are free to
ody and don't require additional mol

to play, though battle passes for each season
can be bought with V-Bucks. A battle pass will
typically allow a player to earn experience
faster and gain fun in-game items by

_ completing a host of daily challenges.
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BUYING V-BUCKS

As mentioned, Fortnite does contain in-game
purchases and microtransactions in the form of
V-Bucks which can be bought with real money. If
you do decide to let your young one spend
money in lhe% me, be sure to delete your card
information afterwards as it can be very easy to
purchase more items at the press of a few
buttons. It’s important to set a limit on any
purchases (as mentioned they are absolutely not
necessary to play the game) and a suggestion
would be capping the spending at around £50 -
this is the normal retail price of a game

TALKTO OTHER
PARENTS / CARERS

If you're concerned about play time or
spending money in the game, talk to
other parents and carers of your child’s
friends. If you approach as a collective, it
will be easier to know when their friends
are online and you don’t have to worry
about who they're playing with. It can
also help curb expectations on spending
money on battle passes and skins if yo
stick together.
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IS FORTNITE ADDICTIVE?

Fortnite is at the forefront of gaming addiction
discussions because it is so popular with young people.
But whether it actually contributes to gaming addiction is
up for debate, WHO (World Health Organisation) have

gaming as a legitimate addiction, but this is not
solely a concern with Fortnite. Signs of addiction can
include irritability when not playing, lying about the
amount of time played and a preoccupation with thoughts
of the next gaming session. Realistically, it must be down
to parents and carers to recognise these symptoms and
act accordingly if they think they are developing.

CROSSPLAY IS AVAILABLE

One of the wonderful things about Fortnite is that it
can be played cross-platform. This means that no
matter what platform a person plays on (PC,
PlayStation 4, Xbox One etc) they can play with
friends who own the game on a different platform.
To do this, an Epic Games account must first be
created online (which is free) and then linked with
your platform account. Doing this removes the
age-old boundary of not being able to play together
because you don't have the same console and opens

up awhole new world of playing online with friends.

TOP Tips for Farer][s

GAMING WITH STRANGERS W’

Fortnite Battle Royale is an online game, and as su(h
there is a chance that young children could com

contact with strangers who are randomly placed nto
their groups in a game. It’s difficult to predict what
another person might say or do in a game, so it's a good
idea for friends playing together, to be grouped together.
The only real countermeasure to interacting with
strangers offered by Fortnite is to turn off all mic
communications, which can be done in the game’s
settings. Using outside chat apps, like Skype or Discord
while playing, is a great way to make sure you know who
you're talking to and that nobody else is listening in.

CAN DEVELOP SOME
IMPORTANT SKILLS

It's often overlooked just how good
gaming can be for young people.
Fortnite encourages team play, quick
and complex problem solving and
communication; that’s not to mention
the lightning fast reflexes gamers can
taking breaks to do
other activities is of course important,
there are benefits to screen time wi
might not be immediately obvious.

.

Mark Foster has worked in the gaming industry for 5 years as a writer, editor
and presenter. He is the current gaming editor of two of the biggest gaming
news sites in the world, UNILAD Gaming and GAMINGbible. Starting gaming
from a young age with his siblings, he has a passion for understanding how
games and tech work, but more importantly, how to make them safe and fun.

FREETO PLAY...ORISIT?

While Fortnite is technically free to play (ln that
v‘ou can download and play it without ing)
does come with the caveat that spending
money on things like skins and emotes
in-game is heavily pushed to pla; . The
currency used in-game is called ‘V-Bucks’and
can be bought with real money through the
game’s online store. It's worth remembering
that these purchases are absolutely not
necessary, are cosmetic only and that V-Bucks
«can be earned in-game with enough play time.

IS FORTNITE VIOLENT?

Fortnite has been rated by the ESRB
(Entertainment Software Ratings Board) as
teen, as it contains cartoony violence and the
weapons and acts depicted in the game are
some way removed from their real life
inspirations. Characters don't draw blood when
shot and instead of dying, they are simply
beamed up off the map, Naturally, players
younger than the recommended age limit will
want to play the game and that should be at
discretion of parents and carers.

LIMIT TIME, BUT BE FLEXIBLE

A game of Fortnite can last up to
20 minutes, so be flexible when
ime to put it away. The
approach of ‘one more game’as

opposed to 10 more minutes’
will stop complaints thata
match is still ongoing. Better
still, play with your child and
take it in turns; that way you're
helping control the time played
and can keep an eye on what
they're experiencing.

PLAY THE GAME
YOURSELF

There's no substitute for sitting down
and playing the game yourself to learn
all about it. Fortnite is available for free
on almost anything you can imagine,
even your smartphone, so there’s never
been a better time to get involved and
see what all the fuss is about. You never
know, you might even be able to impress
your children when you show them your
impressive Victory Royale tally!

https://www.theguardian.com/games/2018/mar/07 fortnite-battle-royale-parents-guide-video-game-multiplayer-shooter, https://www.psychguides.com/behavioral-disorders/video-game-addiction/,

https://www.polygon.com/2018/3/23/17146848/cross-platform-crossplay-psd-xbox-pc-switch-ios-mobila-anable-friends-compatible-matchmaking# 70IE7d, https://www.esrb.org/ratings/34948/Fortnite/
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Fortnite: Chapter 2 has finally landed! With a whole host of new in-game features including a brand-new map,

more water-based activities, upgraded character skins and a more str
is promising to be the best yet. Almost all of the changes are cosmetic which means the concept of the game

remains the same, with players still aiming to be the last man standing. Players will no doubt find the game much

more enjoyable with so much more to explore. For parents and carers h
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At National Online Safety we believe in em) ring carers and trusted adults with the information
their children, should they feel itis need':i.This guide focuses on
www.nationalonlinesafety.com rther guides, hints and tips for

‘w TikTok is a global video community wh
‘funny and memorable moments’ via short video clips - typically about 15
seconds long. Videos can be ‘spiced up’ with special effect filters, stickers, Ly

users create, share and cover

they need to hold an informed conversation about online safety with
one mm of many which we believe trusted adults should be aware of. Please visit

Publish date: 10/10/18
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music and sound clips. Currently one of the world’s most popular apps,
TikTok was formerly known as Musical.ly, before it was rebranded by the
Chinese company ByteDance that acquired it in November 2017. If your child
had previously had a Musical.ly account, all of their videos and personal

settings will have automaticall

was hit with a record $5.7m (£4.2m) fine in the US over ¢
concerns for its record keeping while under the Musical.ly brand.

' TIKTOK

ONLINE
PREDATORS

By default, users accounts are automatically set to
public when they first create an account. TikTok
encourages users to share creative expression
through their videos, but if posted publicly, anyone
in the world can see your child’s homemade content.
There have also been concerns the Chinese
government could access data or sway public
opinion through the app. If your child’s profile is
open, strangers can use the app to comment on
your child’s videos. While this isn't always sinister, it
gives potential predators the ability to contact your
child through the platform.

IN-APP PURCHASES

As with many apps, there’s a paid element to
TikTok. Users can buy virtual coins to be exchanged
for virtual gifts - for example, if they like a specific
video, your child can use coins to purchase emojis
to show approval. These can be expensive and
easily purchased - there is the option to buy 10,000
coins for £99.99 with a one-click buy button.

DISCUSS THE PITFALLS
OF OVERSHARING

Encourage your child to always think before they do, say,
like or post anything online. Explain that their ‘digital
footprint’ shapes their online reputation and the way that
other people see them. Something they may find funny and
entertaining now may impact them in the future. Talk about
how to deal with peer pressure and how doing something
they think will impress others could affect them. Remind
them that they do not have to do anything they are not
comfortable . To ensure that there’s no way of anyone
tracking your child’s location or identity, make it clear to
them that they should never film a video in their school
uniform or near a landmark that gives away where they live.

HANDLING CRITICISM

While it’s fantastic to see your child being creative and
expressive and bonding with people with similar
interests, they need to be aware that not everyone will be
supportive online. Comments can be negative or even
cruel. Make sure your child knows how to comment
respectfully and handle negative feedback. In the app’s
Privacy and Safety settings, your child can decide who can
react to their videos, who can comment, and who can
send them private chat messages. We suggest altering
these settings so only their friends can interact with their
posts.

www.nationalonlinesafety.com

INAPPROPRIATE
CONTENT

TikTok lets users lip-sync to their favourite songs
and produce their own music videos. Some of
the music choices contain swear words or sexual
themes. So not only can children be exposed to
potentially inappropriate content but they can
broadcast themselves miming or singing these
lyrics. In addition to this, some of the outfits and
dance moves in videos can be overtly sexual and
provocative, There have also been reports of
some users sharing concerning content, such as
videos that promote anorexia, porn, self-harm
and violence.

National
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REPORT INAPPROPRIATE
CONTENT

If you or your child sees something inappropriate on
TikTok, you can flag up an account, video, comment or chat
by simply taﬁping ‘Report.. In the app’s ‘Digital Wellbeing’
feature, there's also an ‘Enhanced Restricted Mode)
limiting appearance of videos which may be inappropriate.

USE A PRIVATE ACCOUNT

Setting up a private account means that only people who
you and your child approve of can see their creations. To
make an account private, tap the three dots at the top right
of the screen to access settings. Click ‘Privacy and Safety’.
Scroll down until you find ‘Private Account’ and turn this
setting on.

SIGNING UPWITHTHE
CORRECT AGE

When signing up, users are prompted to input a their date
of birth. If the inputted date of birth means your child is
under 13, the apr will block them. However, this doesn’t
prevent your child from lying about their age. The app is

intended for users a%'ed 13+, so explain the rating is there

for a reason; to keep them protected from online dangers. It
is actually possible to watch TikTok videos without creating
an account, so make sure your child, if under 13, hasn't
lownloaded if

Twitter - @natonlinesafety

Users of ide do m discretion.

een moved to TikTok. In early 2019, TikTok
Id data privacy
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INFLUENCED

More than one third of children aged 6-17
consider ‘social media stars’ to be among their top
role models. There are millions of creators on
TikTok, showcasing their ‘talents, moments and
knowledge) from singing to dancing to stunts and
comedy skits, which receive thousands of likes and
comments from around the world, quickly turning
people into ‘stars’ There is the danger that
children may develop unrealistic expectations of
how they should look and behave on the app in
order to become the nextstar’. They may have
feelings of inadequacy and low self-esteem or
become swayed by certain opinions. On TikTok,
there are always ‘trending challenges’ and
hashtags that users can copy or build upon.
Sometimes these challenges can pose risks to
young people.

USE THE‘DIGITAL
WELLBEING'SETTING

If you're concerned about how long your child is spending
on TikTok, it has a setting called 'Digital Wellbeing' which
allows you to manage the amount of screen time your
child can have. We also advise that you turn off push
notifications in the settings to prevent your child from

ng ‘spa e’ notifications from TikTok that
encourage users to go on the app.

DISCUSS IN-APP
PURCHASES

To lower the risk of your child making accidental in-app
purchases, teach them exactly what in-app purchases are
and the risks of making them without permission. Tell
them that they are not essential to enjoy the app and that
if they want to make a purchase, they should always ask
you beforehand. In the app’s ‘Digital Wellbeing’ feature,
there is the option to disable the function of purchasing
coins and sending gifts.

Users can also follow the account @tiktoktips, Tik Tok’s
official account fronted by established TikTok users which
offers useful online safety tips for promoting safety on its

platform, rather than hiding information in FAQs.

Facebook - /NationalOnlineSafety
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AGE LIMIT CHANGE

Since May 2018, the minimum age for using WhatsApp is 16
years old if you live in the European Union, including the UK.
Prior to this, the minimum age was 13, which still applies for
the rest of the world. WhatsApp has not yet stated whether it
will take action against anyone aged between 13 and 16 who

already hold accounts under the old terms and conditions,
such as closing their account or seeking parental permission.

SCAM MESSAGES
Occasionally on WhatsApp, people receive spam messages
from unauthorised thlrd parties or from fraudsters
pretending to offer s to ‘lucky people/ encouraging
recipients to click on a link to win a prize. A common scam
involves messages warning recipients that their WhatsApp
subscription has run out with the hope that people are
duped into providing their payment details. Other scam
messages include instructions to forward the message in
eturn for a reward or gift from WhatsApp or another person.

National
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CREATE A SAFE PROFILE

Even though somebody would need your child’s phone number
to add them as a contact, as an extra sect
suggest altering their profile settings to control who can see
their profile photo and status. The options to choose from are
‘Everyone,‘My Contacts’and ‘Nobody. We suggest selecting ‘My
Contacts’ or ‘Nobody’ to ensure their profile is protected.

EXPLAIN HOW TO BLOCK PEOPLE

If your child has received spam or offensive
messages, calls or attachments from a contact,
they should block them. Messages and status
updates sent by a blocked contact will not
show up on the phone and will stay
undelivered. Blocking someone will not
remove this contact from the contact list -
they will need to be removed from the phone’s
address book. To block a contact, your child
needs to open the person’s chat stream and
tap on the settings.

Nchonal Onlme Safefy Ltd

WhatsApp is one of the most popular messaging apps in
the world, with more than 1.5 billion people in more than
180 countries using it to send and receive text, photos,
videos and documents, as well as make volce and video

calls through an Internet or Wi-Fi
offers end-to-end encryption, which means that messages
can only be read by the sender and the recipient in
one-to-one chats, or all members if it is a group chat. Not
even WhatsApp can read them.
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FAKE NEWS AND HOAXES
WhatsApp has been linked to enabling the spread of
dangerous viral rumours. In India, for example, a number of
attacks appear to have been sparked by false rumours shared
on WhatsApp.
-»

THE‘ONLY ADMIN’ FEATURE
AND CYBERBULLYING

Cyberbullying is the act of sending threatening or taunting
text messages, voice messages, putures and videos, with the
aim to hurt and humiliate the receiver. The group chat and
group video call features are great for multiple people to chat
simultaneously, but there is the potential for people to hurt
others with their comments or jokes. The ‘only admin’ feature
gives the admin of a group chat greater control over who can
send messages. Whilst this can be good for one-way
announcements, the group admin has the power to block
somebody from responding to an offensive message in a chat,
which could result in a child being upset and unable to reply.

Top Tgbr

REPORT SCAM MESSAGES

Advise your child not to tap, share or forward any message that
looks suspicious or sounds too good to be true. When your
child receives a message from an unknown number for the first
time, they will be given the option to report the number as
spam directly inside the chat. They can also report a contact or
a group as spam using the following steps: 1) Open the chat.
2)Tap on the contact or group name to open their profile
information. 3) Scroll to the bottom and tap ‘Report Spam.

LEAVE A GROUP
If your child is part of a group chat that makes them feel
uncomfortable or has been added to a group they don’t want to
be part of, use the group’s settings to show them how to leave.
If someone exits a group, the admin can add them back in once,
If they leave again, they cannot be added again.

USING LIVE LOCATION SAFELY

If your child needs to use the ‘Live Location’ feature to share
with you or a friend, advise them to only share it for the amount
of time they need to. WhatsApp gives the options of either 15
minutes, one hour or eight hours. However, your child can
choose to stop sharing at any time.

*

CONNECTING WITH STRANGERS
To start a chat in WhatsApp, you need to know the mobile

number of the contact you want to speak to and they also need

to have the app downloaded. WhatsApp can find contacts by

accessing the address book of a device and recognising which

of those contacts are using WhatsApp. If your child has shared
their mobile number with some- body they don’t know, they can

use it to get in touch via WhatsApp.

LIVE LOCATION SHARING
WhatsApp's ‘Live Location’ feature enables users to share thei
current location in real time to their contacts in a chat, allowing
friends to show their movements. The feature, which can be
found by pressing the ‘attach’ button, is described by WhatsApp
as a“simple and secure way to let people know where you are.”
Location-sharing is already a common feature on other social
apps, including Snapchat’s Snap Map and Facebook Messenger
and can be a useful way for a child to let loved ones know they
are safe. However, if your child is in a group chat with people
they do not know, they will be exposing their location.

DELETE ACCIDENTAL
MESSAGES
If your child has sent a message to the wrong chat
or if a message they sent has contained a mistake,
they can delete it. To do this, simply tap and hold on
the message, choose ‘Delete’ and then ‘Delete for
everyone. The app allows seven minutes to delete the
message after it has been sent, but itis important to
remember that recipients may have seen and screenshot a
message before it was deleted.

<4

SET TIME LIMITS
A 2017 study found that by the age of 14 the average child
will have sent more than 35,000 texts, 30,000 WhatsApp
messages and racked up more than three solid weeks of
video chat. Althougl nevitable that your will use
technology, you can still set boundaries. This is not easy,
especially since teens use their devices for both
schoolwork and free time, often simultaneously.

www.nhationalonlinesafety.com




